Math 471 Midterm 2 Spring 2019
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1. (20 points) Let n = pq with p and q distinct primes and let a be a natural number
satisfying ged(n, a) = 1. Prove the equality a"*! = aP* in Z,,. Hint: Use Euler’s
Theorem. G Pt
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2. (27 points) a)\(ITe; a,b, c be integers and n a natural number. Set d := ged(c, n).
Prove that ca = ¢b (mod n), if and only if @ = b (mod n/d). Hint: Write
n = dny, ¢ = dc; and observe that n; and ¢; are relatively prime. Then Start with
the definition of z = y (mod n) in one direction and with that of z = y (mod n/d)

in the other direction. :
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b) How many elements of Z,74 are the reduction of 34a, for some integer a? Justify
your answer. Hint: Use part a)
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3. (30 points) a) Show that the order of any non-zero element of Zsg must be one of
1,2,4, 7 14, or 28.
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b) Use part a) to show that 2 is a primitive root in Zag.
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c) For each of the six values listed in part a), find an element of Zag of that order.
Prove that the order is as you state it to be.
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4. (27 points) Consider the RSA encryption scheme with n = 391 = 17-23. a) Is
e = 121 a valid encryption exponent? Justify your answer.

1
11>

em) = (121) (R3-1)= 16+ 2k = A1
G (em), e) = g a2ty Ao =

So e 4 maot a velid @V\-(/)y{)/x‘/n @(/)M

b) For the encryption exponent e = 5, find the decryption exponent. O(L
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